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DIGITAL HYGIENE: TIPS ON HOW TO IDENTIFY SCAMS AND PROTECT YOURSELF.
Debbi Ball
 
	Technology has advanced to the point that we can easily communicate with family and friends that live far away, technology has opened up countless possibilities to help teach us new skills, and it keeps us current with everything that is going on around the world. It offers such a degree of convenience today: we can shop at home sitting in our recliners, wearing our comfy pajamas and house shoes, does not require us to fix our hair or put on makeup, and we don’t have to fight traffic crowding our streets today. We can research any topic that comes to mind in the same way we shop. We can pay our bills without having to write checks, fill out envelopes, or purchase stamps. We can even set up automatic payments for our bills, knowing that we don’t have to worry about those monthly invoices stuffed in our mailboxes. But it has also opened up unlimited opportunities to be robbed of our identity and financial security. It is more important now than ever before that we must be aware of what these scams are and how they are being used.




What is a
SCAM?

• A fraudulent or deceptive 
act or operation

• Used to obtain money in a 
dishonest way

• $10 billion lost to fraud
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A scam is a fraudulent or deceptive act or operation. With everything technology offers today scams are easier to execute. They work because they look real and come when you’re not expecting it or busy trying to do several things at once. According to a 2023 report by the Federal Trade Commission, Americans reported losing nearly $10 billion to fraud, an increase of more than 14% in 2022. Amy Nofziger, director of fraud victim support for AARP, says that “criminals will steal from anyone. They don’t care if you have $5, $500, or $500,000.” With the advancements and convenience of technology, scammers can easily build trust and manipulate their victims by impersonating legitimate entities or gaining personal information from social media. They play on your emotions, making you think you have to make quick decisions without thinking things through. Financial desperation, such as debt or unemployment, can make us vulnerable to scams. We become more susceptible to offers that promise quick financial relief or high returns on our money. There are so many scams being used today, but we must stay aware of the different types of scams and the techniques the scammers use to gain our trust and give in to their requests or commands. Personal information is easily accessible to anyone through data breaches, people search sites, and social media posts. Scammers use technology to generate fake caller ID labels that appear on our phones or duplicate email messages making them appear as if they are coming from legitimate sources. Scammers often tailor their scams to specific demographics. They will target older adults who may be more vulnerable to scams because they don’t have the computer knowledge that is so common today. Younger people tend to fall for shopping or romance scams. In the last three days, our local news sources have been warning all viewers of a new scam that are being used in our town and neighboring towns. A scammer is calling people and telling them his name and that he is a law enforcement officer. Then he proceeds to tell them he is calling to collect a large debt they owe. We are reminded once again that even with the convenience of technology, government agencies of any kind will not contact us through phone calls or text messages. Any matters such as this will come to you in the form of a written document. Just as you work to protect your physical property, it’s equally important to protect your identity and personal information from these scams. How many of you have received those infamous text messages and emails concerning a parking ticket or toll charge that you have not paid? How many have received an urgent email from a close friend that they have to pay a bill today, but are unable to make the payment for one reason or another and are asking you to take care of it for them…and they will pay you back as soon as they get back home? How many of you have received notice from a legal firm saying that you have been charged with non-payment and are about to be arrested if you don’t send money right away? Each one of us is likely a target of one of these scammers. I want to share some tips that will help you protect yourself from being taken by a scammer.




Where to go
to learn about

SCAMS?

• Federal Trade Commission (FTC)
• Better Business Bureau (BBB)
• AARP Fraud Watch Network
• USA.gov
• FBI
• U.S. Postal Inspeciation Service
• Office of the Comptroller of the 

Currency
• Consumer Financial Protection 

Bureau
• State and local consumer 

protection agencies
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Be Vigilant and Educated. It is up to you to conduct extensive research on scams that are being used today and the sources of these scams. Listen to what knowledgeable people are telling us about scams. Learn about common tactics or practices that scammers are using.
One of the best ways to stay up to date on common scams and tactics that are being used is by studying resources like the Federal Trade Commission (FTC), the Better Business Bureau, AARP, or these other reputable resources. 




How to identify
SCAMS?

• Pretend
• Problem or Prize
• Pressure
• Pay

Presenter Notes
Presentation Notes
The FTC offers four signs that will help you identify scams.
Scammers PRETEND to be from an organization you know. They will tell you that they are contacting you on behalf of the government. They may use a real name, like the FTC, Social Security Administration, IRS, or Medicare, or even make up a name that sounds official. They may even pretend to be from a business you are familiar with, like a utility company, a tech company, or even a charity asking for donations. If they don’t use email, they will use technology to change their phone number that appears on your caller ID. So the name and the number you see might not be real.
Scammers say there’s a PROBLEM or a PRIZE involved. They might tell you that you’re in trouble with the government, or you owe money, or someone in your family has an emergency. They may even tell you that your computer has been infected with a virus. They may ask for personal information for verification because there is a problem with one of your accounts. Others will outright lie, saying you won money, but you have to pay a fee to get it.
Scammers PRESSURE you to act immediately. Scammers do not want you to have time to think about what they are saying. Some will even tell you to stay on the phone just to prevent you from checking out their story. There may be a threat of being arrested, being sued, or having your driver’s license or professional certification taken away. Some have even threatened their victims that their computer is about to be corrupted.
Scammers tell you to PAY in a specific way. Today, more scammers are insisting that you can only pay by using cryptocurrency, wiring money through a company like MoneyGram or Western Union, using a payment app, or putting money on a gift card and then giving them the numbers on the back of the card. Some will even send you a check, tell you to deposit the check and then send them the money.




Types of
SCAMS?

• Blackmail
• IRS
• Prize
• Romance
• Grandparents/Emergency
• Tech Support
• Artificial Intelligence
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Learn about different types of scams that are being used.
	Blackmail scams have been around for a long time and target all ages. They begin with an email or message claiming they have compromising information about the victim. They may very well include personal details—such as names, addresses, or even photos—information that is easily collected from public databases. If you use social media, consider what information you are sharing with everyone through your posts. What about pictures of your home, your vacation, your family. Places you are going or visiting. What about your chapter? Are you posting information about a chapter meeting or other special event? Are you telling where you are meeting or what time you are meeting? Have you posted something on a social media site just to have a stranger add a reply telling how interesting it all sounds and wants to be one of your contacts? Scammers have become more sophisticated, learning all they can about you and then making their threats appear more credible.
	IRS Scams involve individuals posing as IRS agents or representatives contacting their victims by phone, emails, or text messages. They use threats of arrest, or the suspension of Social Security benefits, to convince victims to provide personal and financial information or make immediate payments. For those of us on Social Security or retirement benefits, this is a scary thought and makes us more willing to consider that it might be real. The IRS is definitely real and have a reputation for using all kinds of tactics themselves to get payment.
	Prize scams probably will begin with a phone call or an email informing you that you’ve won a substantial prize, such as a luxury vacation, a large sum of money, or even a new home or car, especially popular if you are living on a fixed income or facing financial struggles.
	Romance scams promise love with just a swipe and a click. These scammers prey on emotions and vulnerability. They often create fake profiles on dating websites and social media platforms, presenting themselves as attractive, successful individuals looking for love or friendship. Once they have gained their victim’s trust, they begin telling all types of lies asking for financial assistance.
	Grandparents’ scams target the emotions and trust of seniors. As a grandparent, I will do anything to protect my grandchildren. I need the t-shirt that says, “If you mess with me, you better run for your life because my Nonni is coming after you,” I’m sure many of you have that same shirt.  What more effective way to prey on someone than a threat on your grandchildren? These are those “emergency scams” I mentioned earlier.
	Tech support scams are those that will notify you that your computer contains a virus and they offer to help you “clean up” your computer and get rid of the horrible virus. They will ask you to give them complete access to your computer, through the internet. Once they have connected with your computer, they have full access to all the data you have stored. More than likely, they will require payment for their service…payment that you make online through a credit card or directly connecting to your bank account.
	Fake websites are being created by scammers. A quick Google search will take you directly to a real-looking phone number. When you call, they’ll start asking you to share your log-in details or other information.
	And now there is a new “kid” in town…the AI Scams, or Artificial Intelligence Scams. In reality, AI is not all that new and like all technology, it has its good points. But like anything else, it is being used as a major tool for scammers.  AI refers to using computer systems to perform tasks that typically require human intelligence, such as reasoning, learning, decision-making, and perception. It uses technologies including machine learning, deep learning and natural language processing. AI is the fastest growing technology for scammers. Just like all scams, diligence is key in recognizing that someone is using AI to defraud you. 



AI
SCAMS?

• Voice Cloning
• Fake voice mail
• ChatGPT
• PlayHT
• Final fake voice mail 
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Three AI scams that could most affect you as a consumer are AI-Voice Cloning, Phishing, and AI-Generated Websites.
If a scammer can collect a short clip of someone speaking, they can use AI technology to clone or recreate their voice. I don’t know if you are a country music fan or not, but you may have seen the latest videos of Randy Travis singing again...even though he still cannot speak due to his stroke in 2013. Using a voice that is familiar to you, scammers may ask you to donate to a worthy cause, recommend an investment, or claim to be giving away money to a few lucky people. Pretending to be the person you know, they may say they need money. This has become very effective in those grandparent scams. Another use of AI technology for voice cloning is to create a fake voice message such as this one (play clip 1). Once they have the fake clip, they will use ChatGPT to spruce it up. According to Google, “ChatGPT is a conversational AI chatbot developed by OpenAI, known for its ability to generate human-like text and engage in natural language conversations. It can answer questions, write various forms of content, and even perform tasks like coding and translation. Essentially, it's a powerful tool that utilizes machine learning to understand and respond to user input.”   By running it through ChatGPT, they have given it a more conversational flair. The next step is to run it through PlayHT, an AI-powered text-to-voice tool. Again, Google AI Overview explains that “PlayHT is a platform that uses artificial intelligence and machine learning to generate realistic human-sounding voices from text. It’s a cloud-based test-to-speech (TTS) software designed for various applications like podcasts, audiobooks, and e-learning. Play HT also offers voice cloning capabilities, allowing users to create custom voices based on their own or others’ speech.” Now that the scammer has completed this full process, the fake message can sound like this (play clip 2).
Because of the advancements in AI technology, concerns for AI phishing scams have increased. People who are concerned about the use of AI technology for criminal activity feel that AI-powered phishing scams are a growing threat for the population. AI is used to create more convincing and personalized phishing campaigns. These scammers use AI to automate tasks like crafting emails, analyzing user data for targeted attacks, and mimic human communication patterns. One popular tip that has been shared in identifying scam emails or websites was to check the email message or website for poor grammar or spelling errors. But with AI, emails and websites are a lot cleaner and slicker. Some say that AI phishing scams are not as common as others think. However, they also agree that scams backed with AI technology are also hard to identify.
The third tip to protect against AI scams is just like all the others: be aware of how scammers can use AI against you. They can AI to create websites and then send you links to those sites through email or post links on social media. A fake online store might offer a popular item at a deeply discounted rate and have a limited-time sale that prompts you to quickly make a purchase. The scammers can steal your payment information and sell it to someone else or use it to make fraudulent purchases.
	This is a long list of popular scams used regularly today. But you need to be aware that this is just the proverbial “tip of the iceberg.” There just isn’t enough time to discuss all the different types of scams being used successfully. The fact remains that more and more scams are being developed. Some consumers fail to recognize that there might be a scam just because they are not familiar with them. At the same time, this should be a red flag to warn you that something “just isn’t right.”




Online
Security

• Red flags
• Don’t click
• Website security

• https://
• Padlock icon
• Website security checker
• Trust seal

Presenter Notes
Presentation Notes
I believe that the best way to protect yourself is to create and maintain a strong online security practice.
Recognize those red flags that you learn from learning about the different types of scams. Be wary of requests for personal information (SSN, bank details, passwords) via unsolicited emails, calls, or texts.
Avoid clicking on links or downloading attachments from unknown or suspicious sources. Instead, go directly to the official website of the organization. 
Make sure that a website is secure. To determine if a website is safe, check for a secure connection (HTTPS and a padlock icon), verify the website’s privacy policy and contact information, and look for trust seals from reputable security companies. This is where we used to give the tips to check for spelling or grammar errors. But thanks to AI, that doesn’t help as much as it did before. Just maintain some suspicion of online strangers who claim they want to help you.
A secure website’s URL should begin with https:// rather than http://. The “s” indicates that the website uses SSL (Secure Sockets Layer) encryption. A padlock icon, usually located near the browser’s address bar, also indicates a secure connection.
To check the website’s security, click on the padlock icon. You should be able to verify that the SSL certificate is valid and issued to the website you are visiting. The SSL certificate is a digital certification that authenticates a website’s identity and enables an encrypted connection, ensuring secure communication between a web server and a browser. It’s essential for establishing trust and protecting sensitive data transmitted online.
Use a website security checker. A tool that I discovered is this VirusTotal. You plug in the URL of a website and it will scan that website for malware, viruses, and suspicious activities.
A trust seal should come from a reputable security company such as Norton Secured or McAfee SECURE. The trust seal indicates that the website has been verified and is protected by security measures.




What if?

• Make contact
• Strong passwords
• Multi-factor authentication
• Software up to date
• No public Wi-Fi networks
• Antivirus software
• Monitor accounts
• Shred documents
• Report it
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If you receive suspicious communication, verify the sender's legitimacy by contacting them directly using a known and trusted channel (e.g., a publicly listed phone number or website). This is where you especially have to be diligent. If you know the sender, contact them and ask if they sent the email. If it is an email, check the actual email address of the sender. As a TSO employee, I receive hundreds of emails from other employees, officers, committee members, and TSO and International members. I have lost count of the number of emails I have received from past state presidents, committee chairs, even Leesa Cole, asking for some type of financial assistance. I started out contacting each one asking if they sent the email. Now I just have to look at the email address and I see that it is some weird email address that I have never seen before. Another word of caution: even when you determine that it is a fake email address, do not respond to it. I am so tempted to reply to the email with some catty remark about them needing to start taking better care of their business or even telling them I know it is fake, and they need to get a “real” job. Don’t do that. Once you reply to one of these emails, you create a connection with that scammer.
Create strong passwords that are difficult to guess and avoid using the same password across multiple accounts. 
Activate multi-factor authentication on all accounts where available, adding an extra layer of security. This means that once you connect with a website or service, you will receive a special code through a text message or email that you must use to complete your login process.
Ensure your operating systems, antivirus software, and other applications are up to date with the latest security patches. 
Avoid conducting sensitive transactions (banking, shopping) on public Wi-Fi networks, as they may not be secure. The hotel wi-fi service is a public, insecure network. There will be scammers that will be close by the hotel or even staying at the hotel, for the sole purpose of connecting with your computer through the wi-fi service. Use a personal hot-spot device to connect with the internet instead. You can subscribe to a hotspot service or even use your smartphone as a hotspot. It is not free like the hotel service, but it is secure.
Consider installing reputable antivirus and firewall software and keep it updated to protect your devices from malware and other threats. There are quite a few reputable services available to you. Just conduct some intensive research before subscribing.
Monitor your online accounts. Regularly check your bank accounts, credit card statements, and other financial accounts for any unauthorized activity. 
Shred sensitive documents such as bank statements and bills to prevent identity theft. Consider shredding junk mail you receive that has personal information on it. Personal shredders are available at office supply stores or through online merchants. If you don’t want to purchase a shredder, use a secure document shredding business.
Report Scams
If you suspect you have been targeted by a scam or have fallen victim, report it to the relevant authorities, such as the FTC (ReportFraud.ftc.gov) or local law enforcement. 
Report suspicious emails to providers like APWG (reportphishing@apwg.org) or block/report spam messages (7726). 
Report unwanted phone calls. Register your phone number with the Do Not Call Registry to reduce telemarketing calls. Unfortunately, it is not a permanent fix. Remember that these scammer are much more technology-savvy than the common user, but at least it is a start.




Take your
TIME

• Don’t give in
• Think before acting
• Trust instincts
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Take Your Time
Remember that scammers often try to create a sense of urgency to pressure you into acting quickly. Take your time and don't feel pressured to make decisions immediately. Hang up or leave the text chat. Do your research before making a decision 
Think before you act. Before providing any personal or financial information, pause and consider the situation. Ask yourself if the request is legitimate and if you trust the source. If it is a phone call, don’t worry about telling them that you will take care of the situation yourself and hang up. Then call the business or organization yourself.
Trust your instincts. If something feels wrong, it probably is. Don't hesitate to end communication or seek advice from trusted sources. 




The
GOLDEN

Rules

• Protect personal details
• Delete suspicious emails
• Keep software up to date
• Trade securely online
• Do your research
• If it looks too good to be 

true, it probably is

Presenter Notes
Presentation Notes
Conclusion
	Unfortunately, you just can’t trust anyone. People are being attacked and scammed every day, no matter their age, no matter their financial situation. The advancements in technology have opened up so many opportunities that have never been available to us before. But they have also opened up new venues for criminals to attack us where it hurts: our financial stability. It takes time. It takes work. But it is up to you to do whatever it takes to protect yourself from these attacks. I have shared a lot of information in this short time, but there is so much more out there that you need to research and be aware of. I encourage and challenge you to take charge of your knowledge of what scams are out there, how they are being used, who are the most common victims, and change your online habits. In general, follow these Golden Rules to help set the foundation of your protection:
#1 Protect your personal details and your identity. Only give your details to someone you trust. Choose hard-to-crack passwords and regularly change them. Be extra careful with your credit card details: never give out your PIN and always check your bank statements.
#2 Delete suspicious emails without opening them. Don’t reply to spam emails, even to unsubscribe, and do not click on any links or call any telephone number listed in a spam email.
#3 Stay protected with up-to-date anti-virus and anti-spyware software.
#4 Trade securely online—check that the website you give your credit card details to during a transaction will keep them secure. A good online trader will keep financial details safe by encrypting them. Check the security of websites.
#5 Do your research before agreeing to anything. Use external sources, such as online forums or news articles, to check the security and legitimacy of websites, traders and payment methods. Check to see whether a physical business location or a phone number has been provided and check if these are real.
#6 If it looks too good to be true, it probably is. If a product is being sold way below its normal retail price, ask yourself or the trader why.
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